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–ENISA Working Group on Cloud Computing Risk 

Assessment www.enisa.europa.eu

Step 1: The eHealth scenario

Step 2: Legal issues

Step 3: Focus on data protection issues

Step 4: How to deal with them

Introduction & Structure

http://www.enisa.europa.eu/
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eHealth Scenario
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- Data Protection (‘Privacy’)

- Confidentiality

- Intellectual Property

- Professional Negligence

- Outsourcing Services / Changing of Control

Legal Key Issues



[change title in Slide Master]     5

Focus on Data Protection Issues            

EU Member States provisions by which the Directive has been 

implemented apply:

- to the processing of personal data, including data held abroad, where the 

processing is performed by any entity established either in the Member 

State territory or in a place that is under the member State sovereignty;

- to the processing of personal data performed by an entity established 

outside the EU, that for purposes of processing makes use of equipment, 

automated or otherwise, situated in the territory of a Member State, unless 

such equipment is used only for purposes of transit through said territory.

Data Protection Directive 95/46/EC

Place of processing of the personal data or habitual

residence of the data subject are not relevant !!!

http://ec.europa.eu/justice_home/fsj/privacy/law/index_en.htm
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Definitions (1/3)

– 'Personal Data' shall mean any information relating to an identified or 

identifiable natural person ('data subject'); an identifiable person is one 

who can be identified, directly or indirectly, in particular by reference to an 

identification number or to one or more factors specific to his physical, 

physiological, mental, economic, cultural or social identity.

– ‘Sensitive data’ shall mean personal data allowing the disclosure of racial 

or ethnic origin, religious, philosophical or other beliefs, political opinions, 

membership of parties, trade unions, associations or organizations of a 

religious, philosophical, political or trade-unionist character, as well as 

personal data disclosing health and sex life.
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Definitions (2/3)

– 'Processingôshall mean any operation or set of operations which is

performed upon personal data, whether or not by automatic means, such 

as collection, recording, organization, storage, adaptation or alteration, 

retrieval, consultation, use, disclosure by transmission, dissemination or 

otherwise making available, alignment or combination, blocking, erasure 

or destruction.
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Definitions (3/3)

– ‘Controller' shall mean the natural or legal person, public authority, 

agency or any other body which alone or jointly with others determines the 

purposes and means of the processing of personal data.

– ‘Processor’ shall mean a natural or legal person, public authority, agency 

or any other body which processes personal data on behalf of the 

controller.

Controller -> eHealth Service Provider

External Processor / Controller -> Cloud Provider

Clarifications are needed on this ï

Art.29 Data Protection Working Party
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Data Protection Roles
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– Principles of lawfulness, finality, proportionality, and data minimization

– Information notice and consent

– Data security measures 

– Data subject’s rights

– Data transfer to 3rd parties/countries (Consent / Standard Model Clauses)

Controllerôs Duties & Obligations
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– Failure to comply with data protection law may lead to

administrative, civil and also criminal sanctions, which

varies from country to country, for the Data Controller.

Such sanctions are mainly detailed in the relevant statutory

instruments by which the Directive 95/46/EC has been

implemented in the various EU Member States.

Possible Sanctions
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The issues defined above may all be dealt with contractually. In the contract 
between the eHealth Service Provider and the Cloud Provider, a Data 
Protection/Privacy clause has to be included. 

This clause should set forth the relevant parties’ duties and obligations. In such 
clause there should be a reference to:

– Scope(s) of the processing

– Information notice and consent

– Data security measures (SLAs / Annexes)

– Data subject’s rights

– Data transfer to 3rd parties/countries (Consent / Standard Model Clauses)

– Penalties (possibly)

– Termination clause (possibly)

How to deal with data protection issues
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Q & A

Thank you very much for 

your attention
&

Keep an eye on the output of the ENISA Working Group on Cloud 

Computing www.enisa.europa.eu

paolo.balboni@bakernet.com

www.paolobalboni.eu

http://www.enisa.europa.eu/
mailto:paolo.balboni@bakernet.com
http://www.paolobalboni.eu/

